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Naim Erched (Miami Dade Police) 

Sgt. Dawn Colon 

(from Earl Moore) 

 

We presented the Neal award to Dawn Colon on July1, 2009 at the Dade County Chief's 

Association meeting at the Miami Shores Country Club.  The below memo outlines the 

substantial assistance, through “Operation Sundown”, recently provided by Officer Dawn Colon 

to agents of the U.S. Secret Service Miami and Boston Field Offices. 

Over the course of the past two years, the U.S. Secret Service Miami Field Office had 

been conducting an investigation in concert with the Boston Field Office involving a network 

intrusion of a major retailer, the TJX Corporation. The hack of this retailer, believed to have 

occurred in Miami, resulted in the theft of millions of credit and debit card numbers.  During the 

course of our investigation, we determined through NCIC one of our suspects, Jonathan James, 

had been arrested for Loitering and Prowling by the Miami-Dade Police Department. The arrest, 

which had occurred in the vicinity of the victim retailer TJX, fit the time frame in 2005 when our 

suspects were actively attempting intrusions of local retailers. 

On 02/19/08, Miami-Dade Police Officer Dawn Colon was interviewed concerning the 

arrest of suspect James on 05/20/05.  Officer Colon furnished her notes, copies of the police 

reports, copies of the arrest affidavits, and pictures taken at the scene.  Officer Colon stated she 

observed a blue Mitsubishi Eclipse parked behind a closed Bally’s Fitness Center. The vehicle 

was occupied by subjects Jonathan James and Christopher Scott.  Neither subject was able to 

articulate a logical reason for being parked behind the closed business.  Officer Colon observed a 

computer and several computer components/devices inside the passenger compartment of the 

vehicle that was on. Officer Colon photographed the equipment, in place, and inventoried the 

property subsequent to arresting both subjects for Loitering and Prowling. During an inventory 

of the vehicle, a Beretta .40 Caliber handgun was discovered. Jonathan James claimed ownership 

of the firearm.  The electronic equipment discovered in this vehicle confirmed for investigators 

these individuals were “war driving” or intruding on local retailers wireless systems. 

Photographs of this evidence, a detailed inventory of the equipment, and phone numbers 

obtained from these subjects were pivotal to this investigation.     

In May 2008, a total of nine (9) Federal Search warrants were obtained for the residences, 

vehicles and persons of four (4) targets identified in the Miami district, two of which were 



subjects of Officer Colon’s 2005 field investigation.  As a result of the Federal search warrants, 

this agency was able to secure an insurmountable amount of evidence to be used in the 

indictment against all targets of this investigation.  On August 4, 2008, a Federal Grand Jury 

indicted three of the Miami suspects involved in the hacking of nine (9) major retailers and the 

theft of more than 40 million credit and debit card numbers. The fourth target in this case, 

Jonathan James, succumbed to a suicide following being named a suspect in this case. The main 

target, Albert Gonzalez, of Miami, was charged in the indictment with computer fraud, wire 

fraud, access device fraud, aggravated identity theft and conspiracy for his role in the scheme. 

Gonzalez faces a maximum of life in prison if he is convicted of all charges in the Boston 

indictment.  

In recognition of Officer Colon’s exceptional effort with the securing of critical 

information during a field investigation, (the United States Secret Service) would like to take this 

opportunity to commend her for her diligence and attention to detail. Unbeknownst to Officer 

Colon at the time, she had identified for this investigation two of the hackers of the TJX 

Corporation. 

 

 


